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Paper 

t 

I : .. Jurisprudence, Information & C b Y erspace Technology 

Introduction: 
l. ~~:r.~ence of Cyberspace - From pages of Science-

1~"' ... v,.:.. _ 

2. Defining Cyber soace. 
3. ~volu~ion of Co~puter Technology & Cyber law - A 

time hne 
4. Governance of Internet & other relevant details 

outlined. 

Cyber Ethics , 
5. A-look at evolving ethics in information age with 

special reference to free music, f1ash mobs and Pune 
BPO's case. 

A glance at the Technology as an enabler. 
We would provide concrete concepts as grounding for 
beginners and gradually introduce the questions and ideas 
that are abstract and Jiiture oriented. 

6. A brief historical perspective, non-technical overview of 
computcr1/ mobile devices and the inter~et. Both 
hardware and software concepts are quickly 
introduced as a foundation step. 
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7. I\ glnncc or coinpu 1 • • . d · I <.r/n101J1Jc,1 1. u sc 111 t lC cybc:r sp;in• , ' PP •cu ions <1s I h<·,· ;i ,.,. 

worl<rorcc's . 
1 

• · -,cll.ltomn1in,, . , · • P10< 11c:11vi1y, 1 . r, ,ind 111c1-e ~1 s 1i-:·_'. 
8. 1 he world of IH'lworl 1.· dlH mobility. 

V J\N < rom the v . . i .. \.. to a glolJ:.11 i11rr~1struct c1y )~1 ~;1c L/\N nnc! 
9. l~1sks and clhi·c·tl 

1
· ... , urc~ the cvolvinr, intcr,1 ,..,1 • " ,:,Sll~.s arc . o . . , . . 

quick look at how 'l["J)i. . uncovered ,Jlon r~ wirh , ? 

l 
' J 1cat1ons arc h- · . 

t 1c process and the prob! . . - s <1pccl cxpl(Jnng 
e1nbedding artifici,.,1 . L ll~ms 111 software crc,, t ion 

... J ,u Ill c 1°cncc 
10. The i1npact of C b t, Jo 

social behaviour .Y .~r space on society especi a lly 
, governance learnino & d . 

health care and ~lH,-;n~QQ ; .... ,.,.1.:r1;~ b ucat10n, 
- - ·----- - 'J ..... -·~-.. -•--r---. ___ .,. _..,.._ ·o """" ..... ... '"'~ .................... ,. 

lnfonnat:i.on Technology Act, 2000 · 
11. Oven,i~w of IT Ac~ 2000 along with rules with 

relevant sections and rules highlighted along with 
amendments to other laws. 

A conceptual overview along with laws/niles 
relating to the following: · 

12. Cryptogn:1phy including a discussion on a.lgorilhms & 
public/ private key encryption. 

13. Digital Sign~tures .... concept & their legal recognition. -
14. Electronic Governance ·Cf:.:..,. G-iovR..v~) 
15. Legal Recoenition of Ekrtr0~k Rec0rds - ...,, 
16. Certifying Authori~ies. 
17. Network Service Providers Liability , 

Access to the cyberspace 
18. Access to the Cyber Space would deal with copper wires, co-

axjal cables and wireless networks as a mean:; 0f c0niiY1u1·1i..:iti.iv11 tv 
the cyber space. Ho\~ tbe tc!ccc;.1, c~b!e/br?adc~sf and ~ther 
spectn,,m policies affect the market mechanisms mt1uenc111g the net 
citizens, ability to use it., 

Jurisprudence . . . . . " 
] 9 J 

· d . /\ c-ise d,ocst w1lh 125 to 150 typ1c\\l cases, sets a 
. · unspru encc. 11 o . , . , , 

t 
• 0,·tl'crcnt ~'ttcgoncs ot legal issues. present contcx Ill . ' -

.. .. 4/-
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An emerging f rq rncwork r. . governance O r cyl'J J or tntcrnatt 
I . 'J crspac onal 20. -lcrc WC bnctlv fo · . . . e. 

· • • · cus on in1ti·1ti . mtcrnat 1onal levels bv · 1. . ' vcs of internet P 1. . 
• J lilt 1v1dual intc o icy making at wluch arc considcr·,bln 1.,. . . r-govcrnmcntal or - . 

-. • " C<lls, pointin '. gam7..at1ons, 
11 amcwork. As an 11lustr·1t·1 g to an emerging international 
.J. I . , . < vc cxnmplc of 1· . otscuss t le l RI PP Agree po icy making we could 

C -:-,-. .. . _ mcnt and the WTO 1 . ' 
UNL lTRAL tn thc-ar·°'a of I t II . -.. . .! CAAN and 

"< n e ectual p ---- ----and model e-commerce law. < roperty, Domain Names 
I I 

II . _ E - c ·"nimerce & IsslA.cs p!per · · . 

Contextualizing E- Commerce ·e 1. Case study of various portals / web sites with viP.w 
to survey \vhat they are doing in an attempt to 
sho\vcase the essence of the Cyberspace. The latest 
trend for additional features incorporating mobile 

• applications/solutions based on evolving/ existing 
technologies like RFIO, GPS/GPRS, SMS based and 

Generating a profile of the legaj concern, issues,and 
vulnerabilities. 
Some recommended sites in typical categories could 
include Yahoo! 1 Rediff, Google, Overture, Amazon, 
Nielsen, Amedca on line, itunes, Times of India-~-
paper, Slashdot, Chemconnect, Ne~flL"{, ebay, Orb1tz, 
Fruste, Verisign, Encase, Doublecllck, WIPO, lCAAN 

and P~yPal. 

. sf d Framework for evaluation: . 
A sugge e al a"-ed givina a brief introduction, 
They could be ev . u l d . th; cvber space, its design, 
h ·r an be nav1aate in - - , ow l - c . 1: ss n1odels, digital n1ar1,et . 
web analytics, bus1ne .. ns auction and dynam1c -. ct· ··ru automauo , c • d 
addressee, 1?n, . h th r brick channels, truste 
p ri ci 11 g, ~o !) 111: r,s \II'.~ 0 

d a ~a p ri V acy' int e n_ec tu al •o 

t ransactions, security, ·1,;11·tl·~s ethics aclhe1~d "' -~ rt~spnn s1 .11 - > . · overn8.n, .r. . .; · · · 
propc1 ty, g _ . 

1 
t .bcnchinarks. 

to and other rclcvan 

:= / . 



I ( 
I .. 5 .. 

2. A Legal dirncnsion· 
This could be follow~c1 1 d t ·1 ct ct· · >y n thcck-1· t/ e a1 e 1scuss1on on le,, 1 

1s nnd a more 

i 

on a few above case stud~<l concerns fv, issues bnscd 
hYI)Olhctical cas'c 'lcl:' •~s or a consolidntcd 

- • c. . urcsstn[..,. 
::>' 

e-busincss plan with a patcntin . . 
l. b'l't' · · • . g opportunities / i_a i l ·1cs, JUnsd1ct1on issues, intellectual property 
nghts addrcs~ed and managed, internet privacy, 
consent of third party/ parties, information security 
and non-cc:ntractual liability like torts internet . . ' 
taxation, on-h:1.c contract formation, internet payment 
system, regulatory issues, information security check-
list, tcrn1s and conditions of use, adherence to 
commercial transaction facilitating laws (like UC1TA), 
cmplayment issues, emajl and internet usage check-
list, internet advertising policies, web site !ntell_ectual 
property audit, insurance policies and onlmc d1spu te 
resolution. 

E Commerce- Salient Features, . . . ., 
3. comparing/ contrasting with other e-mouel~ espec1auy 

the e-governance, e-heal~hcare and e-lcammg. 

4 Somefocus issues: . 
· • • nd zon1n° 

• Jurisdiction a C otrastina /comparing click 
Online contracts - . on o 

• . nts with others. . 
wrap agreeme . d aloncr with a discussion on 
Privacy Issues a,n . 

• . f personal data. 
protection ° along with negligence, 
Torts in cyber _space :t1·&>s and privileges 

• . b'l't}r immun, .... 'th strict ha i I ' • . e-commerce w1 d evidence m . and 
• Security andiaital signatures, encryption 

respect to o . d 
dioita1 certificates_. ,ber spaces - Taxes relate 

o t' on Issues 111 C) ) tax evasion and Taxa 1 ( ommerce , 
e ·he Jntcrnct e-c . on the net, . 

to t blems of trL~ation S & European views 
the pro . al rnxauon, U 
In tcrnauonc -

..... 6/-
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• Anti-trust c . . . . ascs H long with ctn , ,· . . . ,. the 1narkcl J)l'lcc .l 1. crr)ing chu.1< . .., on 
• l , w1 i1 open sou . 1n tcropcrabilit and , , . · rec, co-cvol u I inn. 
order of tl , d·_Y . . Slar1cla rcls becoming the 

C 
. . le ay tnslead of comnctition 

• ouvergw b • 
1 

• • . . g USiness models for service wi I h 
1nfo1 rnat1on appliances like iPocls. 

5. E- ban~ing: An illustrative cxa1nplc in Indian 
Scenario. 

Legal iss~ics rc~ated to c-banking (internet banking) and 
us_c cred1 t/ ~c b1 t ca~ds on the net like buying Iri_dian . 
railway or c1nen1a tickets. 

Ore-Securities could be considered instead/ additionally. 

paper III: - IPR Issues in Cyber Space & beyond IPR. 

Contextualizing the content issues: 
1 ! Case Studies: 

(a) Relating to digital 1nedia especially relating 
to N,.nstcr P,._ ; .. LS subscnuent c;ro-r">""'''r'lt;Ar'> 

4 

a...t-' 1.. 4 ......... L '1 LJ.I.. b....,J.,....,LU.1..J.Ul.L 

variants bring out how Copyright, 
Contract and Technology Shape the 
Business of Digital Media. 

{bl A lan~1nark case relating to Patents 
- State Street Bank Case 

[c] Domain Names cases addressed by 
different forums like WIPO, a High Court and 
others in the past. 

2. Inteilectual Properties: a brief overview with regards to 

cyberspace. 

. ... 7 / -
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Cop1•ri.ghts 
3. Copyright a law that a, . 

borders of rioh ls 1· c . \SSrgns and dclincatr•s tlic· . o n in,onnat' . ,. . 
beheve that it has e . d _ion. Many rn :;ocicty 
f xcec ed Its b r· • o people to ere ate · . . ' enc I t as an inccn tive 

• • • , 1 n vest in ,1 th c e ffi t d . ong1nal and innov'lti , . t O or an time in 
discussion would :i, vc m e cc~ual works - This 
relevant issues th gt\~ ai; overview as well as focus on 
subject matt a t e aw a~d_resses, including 
h - . . .er concepts of "ongmality" &, "fi.xation"· 

t_ e~r ent_1tlc1nents, infringements and limitations· ' 
1In11ted tanc period hiahJiohtcrl b th S . ' B , , case. 0 b Y c onny ono 

4. ~thcr !han copyright would examine aJtci·natives 
1nclud1ng data protection, contract law, encryption, 
open source and a tax/royalty system. 

Patents: 
::>. Patents: This would address the recent development in 

intellectual property Jaws to patent computer software 
' and business rnethods. Applications in patent offices 

of US, Europe and Japan only indicate a popular 
paradig111 shift. The business method patents such as 

i4.TC..ZO~.com's one dick purchasing and Pric2linc.corn 
reverse auction arc illustrative. The present legislative 
attempt to narrow the ability to patent new business 
processes is looked at along with India's position on 
these issues. 

Domain Names: 
6. Tradcn1arks and Oon1ain nan1e- A collision in Cyber 

Space. A review of attcrnpts to address_ the Don1ain . 
n 3_rne disputes worldwide by 1~ru1_v reg11nes along \V1th 
investigating different mc~han1s1:1s th~t atternptecl to 
solve the scarcity along with Onl!ne Dispute 
Rcsolu tion Polic)'. 

Database Pr.qtections: . " , _ 
7 o t b s· JJi·otcction with respect to US, European&. . a a asc .. 

Indian Laws. 
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s011ic Other issues: 
8. Software- Copyright or Patent? 
9. Linking, fra111ing, rncta tags robot & . h · 

f l . . , s , scare engines-a bric ( 1scuss1on. 
10. Digital right management and anU-circumvcntion 

laws. I~ contract & digital rights managcrncnt are two 
alternatives or together additional ways to protect content? 
Evaluate. 

Paper JV: • Cy~~r Crimes, Digital forensics & Evidence 

Cont(!-"tu .. alL~ing digital Crimes 
1. Understanding Cyber Crimes - A sample of at least 

25/ 30 cases in· different categories, encompassing 
crimes against or/ and supported by the computer and 
the network. This raises conccw a.bout 

• Unauthorised acc.ess 
• Web Spoofing 
• Hacking and web defacement 
• nenial of Service Attacks 
• Malicious Code 
• · Financial Crimes - including online fraud, 

counterfeiting etc. 
"' Social Engineering Attacks 
• . Password Cracking 
• Steganography 
• Identity theft 
• Cyber stalking 
• Pornography 
• Harassrnent 
• t~1 urder and death threats 
• Gru11 bling 
• Spa111rning . _._ , _ 

1 I" .. 1~0''--c' :•erns - LlJLJ(l.'-,\..V, wu,c~ CL<,.,. • Sa e OJ con l uc , u J 

• Con1n1ercial espionage 
• Con1incrcial extortion 

: , ... " ..... ,!-:niJ)Uln tion 
;: & . .IU.l.Cl tl ..-

..... 9/ -
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• Sort.\var~/hnrcl , . . 
• fv . ' W,11 C p1rac loncy lau ndcring ·.Y 
• Threat or 1· . c isruptions to h ., 

down of cs sen ti· 1 . cc11Lh and safety shut-
• ·Espionav~ t1d Td ~c~iccs and extortions . ' 

'(:) cu er ronsn1 
• Others incluciina th,. . 

devices. n e ones involving 1nobi1c 

' I 

Th;se acts ad~ to the Challf:nges faced by law 
en1orce1uent bodies to deal with. 

2. A case study of a real life hacking focusing on the 
anaton1y of a hack, with clear outline of the objective, 
the methodology, the techniques & tools deployed at 
each stage of the process. · 

3. A live demo of system penetration by an ethical 
hacker, to get a context of what it means to hack, 
along· \vith its venerability report and a corresponding 
look at the response of an intrusion detection system. 

4. Profiling the need to combat Digital Crime by ·3tate 
Enforcement as well as comparing/contrasting cyber 
crimes with conventional crimes 

Rules & Procedures' 
5. Information Technology Act- Penalties & 

investigations and adjudication. . . 
6_ Indian Penal Law - An overview with 

offences, 

relevant 
sections/rules highligh\ed. A • • • • 

C..-,.-v.: ............ t o.-ocer1 urc· COC1C - nn overview Wlth 7, .1. ll!lLl LO,l l 1 \.J reievant 
sections/rules highlighted. 

8. Evidepcc Act . - . An overview with 
sections/rules highl~ghtecl. 

relevant 

. . . . t· of Rules & Procedures 
Critical Evalua t~n . . ,· Id n·ss di(1itaJ cricncs? 9. Are these cno ugh / 11101 c to ,le · t:, 

, · :. ... challenges? . 
Arc _thc1 c n1ore. Jarlici 'JalltS wlw con ruor}...· out tne 

- A crit1cal evcz/ual1<J1I hy l · 1_ . -
, . / "-> ' ,dnrocedures. . 
tdea/ ,node/ ru c.s (II r I IT .'\ct and c/nsszfu those 

. t r.ouered >!J · ~• . - ldentir_y areas no · 1 ,.ss·,, ,...,s t/J(I: uu .. ui! n!-t e •).'1•1n J~ J· ?r/ lJS (l/1( • ..,. ~ adclres$ecl by ol 1c;.. {ll 

. . .... 10/-
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Focus on sorn . 
10. Obsccnit~ typical issues: 
11. Frccdon1· of S' or nogrnphy on lhc Int . ._ pccch & E .c.rnct 

-Defan1a.tion · J !.,Xprcssion 
&~ Hale Speech included. 

Precautions 
t'ndt·vi·duals undertaken by corporate & 
regulations - voluntarily as well as under 

Voluntarily as a ~orporate/ individual policy 

!2· . Ad_herence of Standards/Specifications. A very 
brief outline dis~us~1on on BS7799, CC, CDSA, FIPS Pub, OMITS, 
ITIDF, OSI . Secunty, Security Information Object, GSS-API, 
Kerberos, PEM, PGP, PKCS, S-l1TTP, S/MIME, SOCKS, SSL, NIST 
publications .. 

13. Security as understood and defined in present 
context as well as defining/profiling the perceived/real threat. 

14. Understanding the business needs for security. 
15. Align IT Infrastructure 
16. · Risk Assessment 
17. IT Controls: their identification and design. 
18. . Implementation 
19. Feedback in the form of measure, monitor and 

~Ort. 20. A quick look at conc~pt/ product_s o for 
Intrusion detection firewalls, Anti Virus solu~1ons, Secunty scans, 
continuous proCes~ of updating & configuration (example patches 
released by Microsoft) 

Some of these standards/ specificationsi p~ocesses 
could be a part of the regulatory require1nents 

rnentioned below. 

. .... 11 /-
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As a .Regulato,-, . . .. 

· ·Y re · (JuzrP.rncnt 

21. . Under l.hc ·ri 11 . 
idcntifyir:g a IT'Cgtlllatolry rcquircn~cr~;ing /\ct very hricny outline: 

fonnat1on cc 1110 ogy Act 200 
~bancs-O~lc_y /\ct, G:amin-Leac~-~~~c already covered earlier!, 
of Spo1:sonng Organisation (COSO y Act {GLBA),_ Committee 
1nfonnrttton and related Technolo ), Control ObJcctivcs for 
portability & Accountability Act (HIP~A)(COBIT), HeaJth Insurance 

· . and other~ as they evolve. 
Inc;ident occurs, rvhat next . 

22. · An in tern al corporate 1. . • · ·ct , . po icy 1n place for incident response/ 1nd1v1 ual s desire. An evaluation. 

Reporting the incident on desire of victim 
23. A FIR and in few cases a remand order. 
24. Other process including how the accused with a 

different profile needs to be handled than normal 
criminals, accessing their motives, degree of 
empathy, sympathy & anger expressed based on 
the nature of crime, age of the accused & degree 
of offence to be considered 

Investigating the crime scene by first responders_ . 
25. An overvie\v of enforcement response to d1g1t~ 

evidence, nature o~_ digital evidence and the forensic 
process. 

26. Introduction . 
27. Electronic devices with their potential evidence 

profile. . . .. & E . ipments 28 lnvcstiaative 1 ools _qu . . 
• • 

0 th> Scene & its Evaluation. 29. Securing c . > 

30. Documenting th~ Scene 
31 Evidence Collection . • ·and s,torage of 

• .J • 1· ·r:1nsportat1on 3~. Pacl<:ag1ng, le. , . , 

Evidence collected. 

.. .... 12/-
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Precautions in ti 
digital ct1i<lcnce, le lrar,c.i;f.lyauon~ 
·1:t A' hri('f , ex,imlrratiorr of 
' . · s111n111nry ., 

be tn ken to cloru 111 
1
1.1 lo the .rirwchJ . . 

!I f . •i · cnt, collect · · · p1cc11111nr, ~ I() 
lC l no1 C tlntl . I - · , pr~(1r.rv,. , I · . <...... (' \ JI C( C . I " , \, ,in, ('1/.'Jrrllrl'' 

l-,, ., o'l ,. , · VJ< cncc · 1 ·_- •' · 
Ido l c. <ls ti. can be 'lll . . J ' wit I du e dtliucr1c,· 

• . C CIC{ cl· ,, ., ,.,. 
11npropcr hand I in,, ' c1rn8gcd or de~;! roycd b'f 

. t.) or cxamin t· " vnluc. a ion loosing eviden ce 

Investigative uses 0 r tech 1 • . 'J no ogy and 
Forenstc Examinqtion of"D' 't 1 • 

'J rgi ac. Evtdence. 

34. Introduction t? Digital Forensic as they pose 
challenges for its admissibility in court. Proper 
procedures / ~rocess need to be in place which may 
include ~ollect10n, acquisition/imaging, examination, 
assess1:1ents, anal?'sis, documenting and reporting. 
Recognised forensic tools usage is recommended in the 
process, as is the case world wide. Forensic 
exrunination could address peculiar issues in each 
crime category. Also the understanding of anti forensic 
tnf'I c- u,r-., '--' i...J.,-1'n ... _,....,-.\...1 ••V\..4&.U .L '-' r • 

This would very briefly bring out, to the extent 
possible, (as digital forensics skill set neatly meshes 
with the skills required in order to respond to security 
incidents, as earlier profiled in the case study - point 
2/3) the fo11oiving issues: 

• Digital Forensics using with open source tools-a few den1os. 
• An overview summary of Computer Crirne, as already provided 

earlier. 
• Preparation of sterile examination media · 
• Acquisition collection and seizure of digital/n1agnetic 1nedia. 
• Recovering deleted data fron1 a s_mart/ cell phone / digi_tal 

camera/ PDA's 
• f) I II , acumen ting a ''Chain of Custoc Y .,·., _ . - ,·, . 
• Uncter!>tanding Microsoft Wi11dows frorn n forensics point ot 'I t. \\ 

Working with NTFS · · 
• Combing Partition tatJk and IJoot recoI"cl 
• lnveslig,iting The Mast er 1:iJe Table (MFTJ 

...... l 3/ -
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I 
inll~/Unix for~nsics _ 1 , .. 

, , . . j . , a lrtcf 
lll\

,csflgnttng c nta sti·c••l . no1c 
, • · ,c.. ins 

011f CS nnd tunes of file st· •r , I ' I 0Itl[1C , r,-ilc de ction recovery . .1 

1111cn1ct l)sngc Data/ Swap r·i 
' hO\V recovered? c 

1 
cs/Tcmpornry r,· 

cafc twndling of original . tics/Cache Files -
' "' . • c media original media copies in b't and 

preservation th • . & 
1 

1 stream ' crcof. 
, RootJots • ot11er technique · ' d. s commonl , cD-ROlvi me ia examination Y used for data hiding 
, carving out files "hidden" in • , 
, rassword cracking unallocated/slack disk space 

, presentation of data in court -I The evidence marking storag ssues to be addressed-see below 
• ' e and tran · a1 
, use to~Is suc_h as Paraben/Encase F . s".1_in_ :. . . 

Forens1c Addition, Forensic TookKit (~I~Kn)~ic ~muon, X-Ways 
' i and others. 

,Recreating digital crimes Scene 
34. Recreating the crime scene. 

Creation of di!fital evidence btJ the '"ore-~ ·t 

6 

. ... i• , ...... cunt 
3 . A bnef summ8;IY of ~e details including the chain of 

cus~od_y - physic~ item & data acquisition, the 
prebm1nruy handling of digital evidence (pre law 
enforcement), the acquisition and examination 
processes. 

C()Urtroom presentation of digital evidence 
37. A brief summary covering the 'Search and Seizure 

Issues', ' Integrity, Discovery and Disclosure of Digital 
Evidence', ' Courtroon1 · Preparation and Evidence Rules' 
and 'Presentation of Digital Evidence'. 

Courtroom Presentation and Evidence Ruic \1,:ould focus 
on the prelirnihal}' considerations for the prosecutor 
when rcvicwin/5 the scope of the investigation to date, 

f
t . . . . . b t ee~n nr~(;:;-> "I I t n •· 

C ,ccuvc pre-trial co1nmunicat1on e W •• ,··~_,-t- .. :v•, 
investi<>a tor and forensic examiners and also ev1denttary 
is: ucs like authentication and hearsay in di1; icW c .... ~,.~i 
context. 
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re sen talion r · • 
educating the· 

0 
Digitnl F . 

proved/ disprovc:cl'r> HU(licncc _,v1c1cncc woL Id . 
evidence, rccur1-·1· , . Expert' w·Whnt ncc·c;o includ,~ ng 1~, ltnc~ / ·~ t(J be· 
respect to ·identity ::i l · sues in corn · ~; :;cic·n· tific m('th 1· · · · , <-no\ l pu tcr . , oc 1nstru_ct1ons, jury , v C<!gc, chrono ,,cnmc trials with 
technical issues. selection, prcsclors of events, Jur1 

nting complicated 

r~?c! 
,; : . Practical Training: 

111
porarf Issues debated. 

\,.,te. C t · · ' . . . . on emporary 1ssues de . . 
.. •dual participants to develop an i d bated w,.th a view to help 

i".~_, Ust of issues that could b n epen. dent opinion on i3sues. 
fSiJ\#11,J · • e considered: 

• eyber cafes hO\V they are regulated all over . 
lsP's responsibility to block . the world and India. • . . . . · unwanted sites - a law 
spamming, 1s 1t a cnme? · 

, Spyware co.mpared and contrasted with other similar technologies 
that put pn\~acy at ·stake. 

• lnstant messaging logs as admissible evidence 
• Gambling, online gambling and lottery tickets compared/ 

- - , ., ,I. ... .. • • , t 
~IJHli ~:,tCU, 

• Can BPO•s in India succeed in creating a data base of their 
employees? 

, Digit?} right management and 1nusic video piracy with the arrival 
of broadband in India. 

• How the handhelds, PDA's and smart phones change the 
landscape of. cyber laws? 

• Ad-hoc networks like Bluetooth, infra red and Wi-Fi challenge the 
digital evidence. 

• Trojan Horse defence - a discussion 
• Cloning a mobile phone - is it a forgery? 
• Rights of employees in the cyber age - How much can the employer 

monitor employees at work. 
• fs blog equivalent to press, implications, if any? 
• india &n outsourcing capita,i -·a critical legal view as to what needs 

to be done to realize the potential. 
• Taxation issues on clo\vnloads of music, video of software. 

• I ,,,.15/-
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11 1111ds on/ Demos/ Present t· a. ions 

s-rnail header readina to ·ct . · 
d

. b 1 ent1fy th 
understan 1ng the use & how e source. 
AO introduc~ion to Biometrics Logs are read. 
understanding the role of ISP;s 

A oemo: Mobile·sim Card clo . · ning & some related technologies . 

Understanding a few top Security t 1 d. · oo s eployed. .. '' 
• Basic underSt$11ding of how penetrati t f or ethical hacking is 

undertaken on es mg 

(t1 

Understanding a few forensic/ anti forensic tools. 

A Case Study of challenges- as,posted by investigative & forensic experts 
demon~trating their use of forensic tools . . 
Developing writing/presentation skills for court room's presentations. 
This is with a view to developing individual's ability to put together, a 
clear bigeer picture, effectively using digital evidence. 

Moot court - pu ttirig skills to test. 

Some Independent Presentations: . 
• The open sourc~ - A Presentation . . 
• A NASSCOM Presentations on ~ecun'.1_as well as a ~ew on the lndus:ry. 
• A ISACA Presentation on Secunty Pohc1es & the cert1ficat1ons they offer . 

.... 16/-
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•-rled fccbnology Oriento.t· cf~.. to11 C pt ourscs but 

Ourses are being f''" Arc Opu fbcse c . . o 4Crcd b ona..1. 
I 'terslties,) y few spccialbcd i 
\lll1 nstitutions & 

beginner, ir1ten11ediate and ad 
fof varzced lea . mers. 
for a security ~crspective: 

F r understanding the technology i . 
LJ . , or secunty/ th' 

· 
1 c real hacking tools: 

eo01puter L&'1guagcs: Advanced C and A 
Ethernet Programmes: Sniffer ARP TCP/ss'--mbler under DOS, Windows 
Protocols: TCP /IP, ICMP, UDP ' ., IP Connect Prograinme. 
Network Programmes: Raw-Sockets HTTP . 

Trace R . ' Client/Server programme 
Windows Internals: Buffer ~ute, Syn flood, Sh~ll r:rnif:'; Root kits , 

. _verf1ow, PE File Format, Sql Injection, 
Mobile Sim Cards programming. 

"'1·001s: Ne,-..,vo k M . \,\ r · onitor, NC, Ethereal, SNORT, 
. ' . Debugger, NMAP, NESSUS. 

System penetration testing demo using the above tools. 

For digital forensic perspective: 
One must have a comprehensive understanding of the subject from 
definitions to data recovery- techniques to uncover the methods used in 
cyber-atta~ks. 
lt would briefly include the basic concept of digital forensic, data 
recovery, digital evidence collection, reconstructing past events, 
deterrence through attacker's ID, destruction of trace and email 
uncovered, digital footprint and crirnin~ tracking, the individual 
exposed, possibility of terrorist attack and the cyber underground world. 

A brief understanding of how everything is tied up, located. and u tilize.d 
as ~igital evidence as it exists on computer hard disks, mobile/ electronic 
df'v1 · ces, shared network or embedded sy5 rems. 
10ols u d c,.,na.lyzi·ng digital evidence along with their 
Stre se for collecting and C:LI' 

ngth8 and limitations. 

~tting tot . . . Cas est all onr per~pccuves. e st d · · d · · t 1 SIJtJ u ics describing the nctuaJ igi a 
crimes committed and how 

sequen J · t Y 1nvt~ugacco. 
. .... 17 I· 
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For those looking for a dee . 
0,e~ork and data comxn . Per tech i UQ.1cn t • n cal und . ions Could o . crstnndlog, details of 

This would include net" · f tntcrcst. 
al 

Norks 
rundament s, LAN anct w and netwo ki np~vork mediu1n net\vo k AN, clients andr ng essential, nctv1orking ., . ' r sofh servers pee t h etwork des1an bas· '-'vare, netw k .' r o peer, t c n . 0 • . ics-network d . or services, network types, 
standard __ topologies; Hub$,' switche~Sign, . d~signing a network layout, 
cons~rucung network layout: Ne~ vru:iations ~r the major topologies, 
Tangible ph~mcal media, prim- orkmg media: Networking cabling: 
{NIC), choosing network adapt ary !,able Lypes, Network Interface Cards 

,aUCs, wireless adapters rem tor~ or best performance, special purpose 
"'!02 Networking models.' 0 e ooot adapters, Driver Software OSI and 

Advanced Understanding w ld ·. Protocols-Function of p k ou . mclude Network Communications and 
eommon Protocols-T ac ~ts . m Network Communications: Protocols: 

. . ransm1ss1on Control Protocol/lnterne.t Protocol 
(TCP/IP), IP ~ddressmg: NetBIOS and NetBEUI, !PX/SPX, Putting Data 
on . the Cable. Channel Access Methods, Function of Access Methods, 
Ma1or Access Methofi~ ('hnn~ino- ~n Arr-PSS l\Kpthorl ., --, _. •• _...,...,. ••• c:, _.. • • ...,'"".., lYJ.-....- -... 

Enterprise and Distributed Networks: Modems in Network 
Communications, Carriers, · Remote Access Networking: Creating Larger 
Netv;orks; Repeaters, Bridges, Routers, Gateways, Switches. 
Wide Area and Large-Scale Networks; Advanced WAN Technologies; X.25; 
ISDN (Integrated Services Digital Network); Frame Relay; ATM 
(Asynchronous Transfer Mode); FDDl (Fibber Distributed Data Interface); 
SON£'!' (Synchronous Optical Network); SMDS (Switched Multi megabit 

9Jata Service)- . . The Internet· A World-Wide Resource, What 1s on the Internet? Domam 
Name Syst~m (DNS), Making an lnteme~ Conn~ction'. Dial-Ui: 
Connections, Digital connection Types, Connecuon Cons1dcrat1ons . 
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